
Cyber Incident 
Response 101

Stories, Tips and Tricks from the Front 
Lines



Topic

Using Ransomware as a framework, 
presenters will discuss current cyber 
events, the incident response process and 
some tools, tips and tricks to be better 
prepared.

Learning objectives

Attendees should take away a list of 
questions for their IT team, 
recommendations on tools and 
capabilities, and a checklist of incident 
response preparedness steps
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Agenda

• Who are the attackers

• What are they after

• Why do you care
• What can you do



Who are the 
Threat Actors
• Organized

• Professional

• Well Equipped

• Experienced

• Highly Motivated



What are they 
after?







Business Email 
Compromise

• Access an account

• Find an invoice or email

• Send “updated” instructions

• Add rules to avoid detection



Why do you 
care

• Financial Loss
• Client Expectations
• Contractual Obligations
• Regulatory Requirements



Expectations, Obligations & Requirements

• Breach Notification Laws in the US:  50 states + DC and U.S. territories all have data breach notification laws the  
requirements of which vary from state to state.

• International Laws: For example, GDPR uses a much broader definition of “personal data” and requires to notice 
to DPA within 72-hours of breach 

• Other laws
• HIPAA:  Requires HIPAA multi-factor risk assessment to rebut presumption of breach
• Financial Institutions: Notice obligations may arise if the incident has a material impact on operations
• SEC Reporting:  Disclosure of “material events”
• Defense Contractor/Sub-Contractors: DFARS requires notice to DOD (or prime-contractor for sub-contractors) within 72-

hours of a “cyber incident” that affects a covered information systems or covered defense information

• Contracts:  most contracts impose obligations to secure “confidential information” and to notify the other party 
“immediately” or “promptly” upon an actual or suspected breach

• Regulatory Landscape: regulators are increasingly aggressive, capable of diving into the technical details, and 
are not only interested in what happened in connection with an incident, but what the company was doing before 
the incident to ensure it had appropriate security measures.



What can you do

• Preparation
• Tools
• Testing
• Assessment / Audit

• Response
• Legal Counsel
• Incident Response Team
• Insurance



Legal Considerations

• How to engage a forensic firm to maximize privilege
• Ransomware - whether to pay the ransom
• Whether the incident is a notifiable event, who 

to notify, and when
• Engaging law enforcement

• Liability created by statements to employees 
and public

• Evaluating potential third-party liability 
and indemnification

• Cyber insurance coverage/exclusions



IT & Financial 
Controls 
Considerations
• How to engage with an auditor

• Identifying controls

• Assessing industry expectations
• Testing control implementation

• Balancing business vs. security 



Security…



… or convenience?



Takeaways

Preventative
• Multifactor Authentication (MFA)
• Endpoint Detection & Response 

(EDR)
• Immutable Backups
• Written Information Security Plan 

(WISP)
• Information Security Audit & 

Assessment

Responsive
• Incident Response Plan (IRP)
• Legal Counsel & Incident 

Response team
• Communications & Insurance 

Plans
• Tabletop Exercises
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