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Data Breach Statistics

The overall average cost of data
breach Is currently...

$4 million

The total average cost of a data breach is now $4
million, up from $3.8 million a year ago, according
to a 2016 study by data security research
organization Ponemon Institute
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Data Breach Statistics

How long does it take an attacker to
compromise your systems?

In 11% of cases, it took attackers just
seconds to compromise systems

In 82% of cases, attackers were in within
minutes

Source: 2016 Verizon Data Breach Report
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Data Breach Statistics

It takes days, weeks and sometimes
months to find out that there’s been a
breach R
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Hackers - What do they want»

Personally identifiable - Emalls
Information - Trade Secrets
Credit Card Data - Customer Lists
Usernames & - Vendor Lists
Passwords

Could be anything!
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Trends in Information Security

Targets — victims of opportunity:

Some will be a. targ Et regardless of what they do, but
nost become a target NECAUSE Of What
th ey dOn ’t dO related to security.

| Victim of Opportunity

W Targeted Attack
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Trends in Information Security

Most common attack — social:

M OSt attacks began socially. E m p I OyeeS are

your greatest asset, but often your weakest link to security. Hackers

kn OW this, and have developed social scams by the

thousands, hoping th at one will fal I Vl Ctl m




Trends in Information Security

Prevention — not rocket science:

M OSt victims weren’t overpowered by unknowable and

unstoppable attacks. We know them well enough and we

a0 KNOW hOw tO Stop iem.
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Common Threats

9. The hacker uses the backdoor to steal information & \

/ '\\\

1 o A hacker targets a company.
Using socjal networks or other
internet data, he finds employees
with access to company
data/systems.

8a. Opened website causes
credentials to be stolen/malware
to be installed.

7. Alink is clicked or attachment opened.
--- 8b. Opened attachment causes
/‘ malware to infect the computer/

smartphone/network.

-~ p
ﬁ * Ph|Sh|ng Attack 2, Fo% the social trail, he identifies

other peo Igethe employee may know.
6. The email is opened because Peop Poy Y

they 'know’ the Sender. Exam Ie
\ ’ /

5. The email {Jasses the spam filter

nf 3. A fake but recognizable email
and arrives at the employee’s inbox.

address is created to impersonate
a colleague or boss.

\@E]/

4. A personalized email is sent to the employee
from the fake address with a link or attachment.
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Common Threats

You don’t know a Nigerian Prince, you didn’t win the Malaysian Lottery,

and you don’t have the investment opportunity of a lifetime:

H T & = Deal!- Gustaine Strictly Confidential - Please note the following below - Message (HTML) 7 H - O X

MESSAGE ADOBE PDF

E |§‘ & x 52 Reply i "=|:| ¥ @ ‘J‘é' ».-/ Convert To > % Q
Set

- Bh Add -
@ Reply All G5~ 1B Add Connection Tags Editing Zoom

Move Copy . Delete Show Quick Mave  Track o
- - :O £ Forward [ - - Steps ~ - Regarding - [ View in CRM -
Colligo Email Mana... Delete Respond Quick St.. CRM Zoom -

Thu 8/20/2015 2:09 AM
neel.gupta neel.gupta <neel gupta@gustaine.com=
Deal ! - Gustaine Strictly Confidential - Please note the following below

To neel.gupta neel.gupta

Message MANTHAN SOFTWARE SERVICES PRIVATE LIMITED.xls (24 KE) FRACTAL AMALYTICS LIMITED.xls (23 KE)
MUSIGMA BUSINESS SOLUTIONS PRIVATE LIMITED.xIs (24 KB}

Dear Colleagues,

I trust vou are domg well I wanted to introduce myself to you. My apologs S8 We are offering the realistic opportunity for the nex]
Accenture i.e. 100 billion Pound Organizations that would set the tone for Consulting for the next 50 yea

Please note www.gustaine com
The files may be obtamed from the followmg location.

s://drive google com/open?id=0B_4H-3FDjvxXa Gsz VTJEUWFIUEU& a uthuser=0

‘We wanted to ascertain whether the following would pique your interest.

+ Temasek Holdings DELL, MASTERCARD that have made i ts in Manthan Systems, Mu Sigma etc

There iz not much 1 would be able to do later as relationships tend to get complex. -

§ Unsbe tologint:Sharsbint. M -
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Common Threats

Ransomware (malware)

Warmng Mess.age”

N encryple s,

bt weait, don’ Y. 5 y - o r and all of Yo fils

. encrypbed,
bet weaik, don't womy. There bs & wary thall you can resors your computer and ol of your fles

Wit parncnal urwpus 10 [UID]

Viows macal serd ot hosat [ELAMOUNT] Becoin b sddnesa [WADDRESS] bo pet your Mes back
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Common Threats

Internet of Things

TVs

Webcams

Thermostat

Remote power Outlets
Sprinkler Controllers
Door Locks

Alarms
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Breaches - Can they be stopped-

) User Access
Reporting &

Management
Dashboard @ /.,
- - o (O =
Intrusion Detection / ® Spyware
Intrusion Prevention > l / Blocking &
5/ Removal
k -
Secure Systems ﬁ j: IT Asset

Implementation_g@* @ ﬁ v -2 Management
= =[] ®
T Patch
Periodic %

Ind dent Management
ndependen Ij
Security 'S S ecur | 'I'Y
Testing Practices I_ZEI
-, .
Anti-virus ‘ W g\lppllfatlon
Monitoring & 'S ocking
Enforcement (%O o --IQ o
& T
Antl-virus Connection Control
Network Access Management
Management
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Root Causes??

97% of breaches were avoidable

 User Ignorance
- Weak user passwords
Poor judgment
Social media
Phishing attacks

 Weak Infrastructure
- Weak design (firewalls, wireless routers)
Weak user authentication (users, passwords)
Encryption (VPN, secure portals)
Out-dated (patch management / anti-virus)
Lack of periodic testing

« Technology Advances
- Mobile devices
- Cloud computing / public portals
- -Internet of Things (loT)
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e
Where do | start?

Realize that Information Security is NOT
an IT Issue: It IS a Business issue

Technology

0N\
)
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e
Where do | start?

FREVENTION FROTECTION DETECTION RESPOMNSE RECOVERY

S
PECFLE PROCESS TECHMOLOGY

i Lasdambip Physicall Sacurity Fira'flall
o sty Cfficials Legrcal Sperity T Hsthve Dlewsiory I
E F vl E Lisar Mgmi. = W (8]
E CunRE e P ez Mg=r E Ensrgan =
T Dalet Ertitied m BCPDRP ; Bl ety -
z Comtracton o Charsgs Mg, - Artiinn =
— Yendors = Syvicm = ICSAPS E
e Conualisnia - Duwwlopank ; Eic =
& Ingicker Besponse - m
= User Training

g EE—

Cybersecurity Response & Procedures Team

Information Security Policies & Procedures

Information Security Funding
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Who is ultimately responsible»

You are!

You don’t have to be a security
_ professional to think critically!
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Who is ultimately responsible»

From: 100 tmamn}emanl*ﬁ‘ﬂdf v £5/01/2014 7:55 PM
o thejmissingAliniAmazon)

o

Subject: Suspension

amazon.com |

Dear Client. | <l GeNeric non-personalizedigreeting

Ye have sentyou this e-mail, because we have strong reasan to belive, your account has been used by someone
else.In arder to prevent any fraudulent activity from occurring we are required to open an investination into this matter.
Weve locked wour Amazon accodnt, and you have 36 hours to verify it, orwe hawve the right to terminate it.

pur identity with us click the link hellow:
hitps i amazon. comiexeciobidosisign-in.btml

Hovering over the link:reyeals;itipoints:te.a;.nen-Amazon
site.- "http:/iredirect-kereskedj.com

The Amazon Associates Team

Sincerely,

1996-2013, Amazon.com. Inc. or its affiliates
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Who is ultimately responsible?

Most Commonly Used Passwords of 2016

CHANGE
RANK PASSWORD FROM 2015

63% of confirmed

1 123456 Linchanged
data hrEHCh EE 2 password Linchanged
1 3 12345 2 A
involved weak,

4 12345678 1N
default or stolen

5 football 2 A
passwords. B qey 2N

7 1234567890 5 A

B 1234567 1 A

g princess 12

Source: 2016 SplashData Report 10 1234 25

2016 Verizon Data Breach Report
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Who is ultimately responsible»

Don’t use a password!

DDDC]CLIEDDDDDUUDDQ - ~ 28 BITS OF ENTROPY WAS IT TROMBONE? NO,
COMMON gooaoono TROUVBADOR, AND ONE OF
ORDER oooopoogn O .
(NoN -GIBBERSH) UNKNOWN — — THE Os WRS A ZERO?
| F‘T‘—l ﬂmmg o AND THERE WAS
f ! 27 = 3 DAYS AT SOME SYMROL... ™
Tr@Qub4ddor & 1000 GUESSES/sec
I_rl ‘-(' "r'dj—‘ é (nmx,a,;mmn{mmm
WEB SERVICE. VES, CRACKING A STOUEN
WL HaSH 14 FASTER, BUT mh ul'l)‘l'bl
- DUEUFONS gra DIFp TY To GLUESS DIFFICOLTY TO REMEMBER
[le@ (o] : :
{ YOU CAN AOD A FBw MORE BTs To F’LNCI:UP«'ﬁON
ACoURT FOR THE TRCT T This ) ooog EAS( HARD
~ Y BITS OF ENTROPY
OoooOoooOontooo
correct horse battery stople [ | Z27770777°°
— J L J L I L A
Oooano oo =
1600 GUESSES/sSeC
FOUR RANDOM
HARD MEMORIZED IT

THROUGH 20 YEARS oF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE PASSWORDS THIAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS TO GUESS.
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How does this end-?

It doesn’t

Realize that Information Security does
not end. It can only be maintained
through constant vigilance, training,
and reassessment.
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Questions?




Thank you!

ANDREA SELKE

248.223.3224
ANDREA.SELKE@PLANTEMORAN.COM

plante
“fhoran
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